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Nowadays, billions of books are digitally published based on
the EPUB open technical standard. The standard’s reliance on
web technology translates in both a blessing and a curse, as
leveraging accessible and proven web engines also implies the
inheritance of their weaknesses. To shine a light on this issue,
we subjected the EPUB ecosystem to a thorough evaluation.
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Apple Books (macOS)

Case studies based on manual analysis
Symlink validation issue
= Persistent DoS

w User information disclosure

EPUBReader (Chrome, Firefox)

CSP circumvention + <all_urls> permission
= Universal XSS

Amazon Kindle (physical e-reader)
Input validation issue + publicly disclosed
vulnerabillity
= |nformation leaking
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+ 50% not compliant with EPUB security considerations!
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94% of EPUB self-publishing market insufficiently sanitizes!




